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Abstract—In this paper, we consider a scenario where the
satellite-terrestrial network is overlaid over the legacy cellular
network. The established communication system is operated in
the millimeter wave (mmWave) frequencies, which enables the
massive antennas arrays to be equipped on the satellite and
terrestrial base stations (BSs). The secure communication in
this coexistence system of the satellite-terrestrial network and
cellular network through the physical layer security techniques
is studied in this work. To maximize the achievable secrecy rate
of the eavesdropped fixed satellite service (FSS), we design a
cooperative secure transmission beamforming scheme, which is
realized through the satellite’s adaptive beamforming, AN and
BSs’ cooperative beamforming implemented by terrestrial BSs. A
non-cooperative beamforming scheme is also designed, according
to which BSs implement the maximum ratio transmission (MRT)
beamforming strategy. Applying the designed secure beamforming schemes to the coexistence system established, we formulate
the secrecy rate maximization problems subjected to the power
and transmission quality constraints. To solve the nonconvex
optimization problems, we design an approximation and iteration
based genetic algorithm, through which the original problems
can be transformed into a series of convex quadratic problems.
Simulation results show the impact of massive antenna arrays
at the mmWave on improving the secure communication. Our
results also indicate that through the cooperative and adaptive
beamforming, the secrecy rate can be greatly increased. In
addition, the convergence and efficiency of the proposed iteration
based approximation algorithm are verified by the simulations.
Index Terms—Satellite terrestrial networks, physical layer
security, millimeter wave (mmWave) communication, cooperative
beamforming.

I. I NTRODUCTION
Recently, the fifth generation (5G) of mobile communication
is willing to bring an order of magnitude improvement for the
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network capacity, reliability, availability and security, and to
satisfy the current dramatically increasing data traffic demands. To achieve these performance improvements, millimeter
wave (mmWave) communication become a potential technology for the future outdoor wireless networks. Many recent
studies have demonstrated that the mmWave communication
is feasible and effective by using massive antenna arrays in
conjunction with the adaptive beamforming technique. Due
to its physical properties, the mmWave techniques can solve
many problems brought by the high speed broadcast wireless
transmission, such as compensating the propagation loss at
high frequencies. Specifically, with much smaller wavelengths
of mmWave frequencies, the mmWave techniques can reduce
the size of the antenna array and enable the large arrays in
a given area, and can support the directional beams to the
receivers [1], [2].
On the other hand, satellite communication (SatCom) has
become an outgrowth of the continuing demand for higher
capacity, real-time communication and wider coverage, due
to its unique ability to provide seamless connectivity and high
data rate. In addition, SatCom is a more economical solution to
provide a seamless and high speed connectivity than deploying
other terrestrial networks, especially in some remote and
sparsely populated locations. To support the higher data rate
requirement, SatCom using the mmWave band, especially in
Ka band (17.7 – 19.7 GHz for the downlink, and 27.5 – 29.5
GHz for the uplink), has been investigated for many years [3],
[3], [4]. However, the Ka band ranged above has been primarily assigned to the terrestrial fixed service (FS) microwave
links, according to Decision ECC/DEC/(00)07 adopted by
the European Conference of Postal and Telecommunications
Administrations (ECPT) [5]. Therefore, in order to share this
non-exclusive spectrum, it is necessary to investigate the cochannel interference, cooperation beamforming schemes and
many other issues in the coexistence system with SatCom
and incumbent terrestrial networks to improve the system
performance and efficiency of spectrum utilization, and reduce
the energy consumption.
Currently, the on-going development of 5G communication
brings an opportunity for ta seamless integration of SatCom
with terrestrial networks. In addition, SatCom will play a
vital role in the development and full realization of 5G [6].
However, resulting from the immense and open coverage, the
transmission security in SatCom with fixed satellite service
(FSS) is confronted with an increasing serious challenge,
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especially for the military applications. Therefore, how to
minimize the interference between the FSS terminals and
terrestrial networks, meanwhile guarantee their transmission
quality and security requirements, plays an important role to
realize an efficient and secure transmission in the satellite terrestrial networks. In this work, we will consider the downlink
communication in a coexistence system with FSS terminals
and terrestrial cellular networks sharing the same Ka band.
Subjected to the power and transmission quality constraints,
we study the cooperation based beamforming schemes among
the satellite and terrestrial based stations (BSs) to maximize
the achievable secrecy rate of the wiretapped FSS terminals.
A. Related Works
1) Satellite terrestrial networks: Recently, many research
efforts have been devoted to the analysis and improvement
of the system performance in satellite terrestrial networks by
spectrum sharing [7]. In [8], authors considered terrestrial
users as the primary users, and studied the optimal power
control schemes for real-time applications in cognitive satellite
terrestrial networks. Without degrading the communication
quality of the primary terrestrial users, the delay-limited
capacity and outage capacity can be maximized through the
designed power control schemes. Considering the multiple cochannel interferes at both the terrestrial relay and destination, a
multiple-antenna hybrid satellite terrestrial relay network was
analyzed in [9]. In [10], a multimedia multicast beamforming
scheme was investigated for the integrated terrestrial satellite
networks, in which the maximum ratio transmission (MRT)
based beamforming scheme and the zero-forcing beamforming (ZFBF) scheme were applied by BSs and the satellite,
respectively.
However, the transmission security issues are hardly investigated in current studies for satellite terrestrial networks.
In [11], although an optimized power allocation strategy was
designed to support the secure transmission only for the
SatCom scenario, the terrestrial networks were not considered
in the system. A secure beamforming scheme was proposed
in [12] for a satellite terrestrial network, in which the terrestrial
user’s capacity was maximized subjected to the power and
Signal-to-Interference Plus Noise Ratio (SINR) constraints.
Nevertheless, the framework established in [12] has a limited
ability to model the current complex and large-scale networks
due to its simplified system structure, in which the satellite
communicated with only one FSS terminal and there was
one terrestrial BS with an associated user. In this work, we
will establish a coexistence system of SatCom and terrestrial
networks using the mmWave channels, in which the satellite
and terrestrial BSs carry multiple antennas. Moreover, the
multiple FSS terminals associated to the satellite and mobile
users associated to the BSs are equipped with single antenna
and are distributed among the terrestrial part of the system.
2) Physical layer security: Using an information theoretic
point, physical layer security aims to enable the legitimate
destinations to successfully receive the source information
and prevent eavesdropping without upper layer data encryption [13]. In the theoretical framework of physical layer

security, “secrecy capacity” is defined as the maximum reliable
rate of information transmitted from the source to the intended
destination, while eavesdroppers are kept as ignorant of this
information as possible. As first pioneered in [14], physical
layer security has been generalized to the wireless fading channel and communication networks with multiple nodes [15],
[16]. In order to maximize the secrecy rate of destinations,
cooperative jamming has been studied to increase the SINR
at the intended destinations and decrease that at eavesdroppers, through power control, adaptive beamforming and other
techniques. In [17], authors studied the secrecy transmission
with the assistance of multiple wireless energy harvestingenabled amplify-and-forward relays, who perform cooperative
jamming to ensure the secure transmission of the wireless
sensing network. A physical layer security game framework
was established and analyzed in [18], in which the source
was modeled as a buyer who want to optimize its secrecy
capacity minus cost, meanwhile friendly jammers modified
their jamming power to maximize their own utility. The study
in [18] demonstrated the effectiveness of cooperative jamming
on improving the secrecy capacity.
On the other hand, the artificial noise (AN) aided transmission strategy is another efficient method to improve the
secrecy rate. In [19], authors introduced AN into multi-antenna
wiretap channels, and demonstrated that jointly optimizing the
precoder matrix and the portion of power allocated to AN can
outperform the solutions which rely on optimizing the precoder only. The power allocation problem was studied in [20]
for AN secure precoding systems in MISOSE (MISO, singleeavesdropper), MISOME (MISO, multiple-eavesdropper) and
MIMOME (MIMO, multiple-eavesdropper) channels, and the
secrecy rate was analyzed and its lower bounds were derived.
In this work, we will consider the terrestrial BSs as friendly
jammers who operate cooperative beamforming to improve
the secrecy rate of FSS terminals. In addition, AN will be
introduced into the system to further confuse the eavesdropper,
who is located on the ground and wiretapping the information
transmitted from the satellite to the FSS terminals.
B. Contributions
The main contributions in this paper can be summarized as
follows:
• We establish a coexistence system of FSS and cellular
networks, in which one satellite communicating with
multiple FSS terminals and multiple terrestrial BSs communicating with their own users are sharing the Ka
band. Consider that the satellite and BSs carry multiple
antennas, and FSS terminals and BSs’ users are equipped
with the single antenna. Then a multiple-input-singleoutput (MISO) channel in mmWave frequency band is
modeled. The system model and related assumptions
established are reasonable and can be applied to model
the current coexistence system of SatCom and terrestrial
cellular networks.
• To prevent the eavesdropper from wiretapping the FSS terminals, we analyze the physical layer security
issues. Based on the establish security scenario, the
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C. Organization and Notations
The remainder of this paper is organized as follows. Section II sets up the system model. In Section III, the secure transmission beamforming schemes are designed, and
the corresponding secrecy rate maximization problems are
formulated. Iteration based solution for the optimization problems are proposed in Section IV. Simulations are shown in
Section V, and conclusions are drawn in Section VI.
H
T
Notations: (·) and (·) demote conjugate transpose and
transpose, respectively. ∥x∥2 denotes the Euclidean norm of
vector x. E {·} denotes the expectation, ℜ {·} defines the real
operator, and ∇ defines the first order differential operator.
Define ⟨x, y⟩ , xH y.
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non-cooperation based secure transmission beamforming
and cooperation based security transmission beamforming schemes are designed to ensure the security of
SatCom. Simulation results show that the cooperative
beamforming scheme can improve the secrecy rate of the
eavesdropped FSS terminal greatly by sacrificing the BS
users’ transmission quality.
We formulate the physical layer security problem in the
established MISO mmWave system. The objective of the
security problem is to maximize the achievable secrecy
rate of the eavesdropped FSS terminal, subjected to the
power and SINR threshold constraints of FSS terminals
and BSs’ users. In the coexistence system, we consider
that the communication of terrestrial network has higher
priority and legacy right of protection. This precondition
is in conformity with the current regulations and rules of
the satellite terrestrial communication.
To solve the formulated nonlinear and nonconvex optimization problems, we introduce an approximation and
iteration based solution to transform the original problem into a series of convex quadratic problems. Our
results show that the proposed algorithm can achieve
high efficiency and fast convergence to solve the original
nonconvex optimization problems.
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Fig. 1. The coexistence system of SatCom and terrestrial cellular networks.

to FSS terminals, BSs’ uses and the eavesdropper, can be
considered as the MISO wiretap channels.
In this work, we consider that the satellite downlinks and
terrestrial BS downlinks are both operating in the Ka band
(17.7 – 19.7 GHz). According to Decision ECC/DEC/(00)07
adopted by the ECPT [5], the terrestrial BS links are incumbent links in the 17.7 – 19.7 GHz band, which means
that BSs have the higher priority and legacy right to use this
specific part of the spectrum. In other words, FSS terminals
can be deployed without the right of protection, and their
interference bringing to BSs and BS users needs to be limited [3]. Therefore, we define the transmission from BSs to
their users as the primary link, while the satellite downlink to
its FSS terminals as the secondary links in our work. Before
proceeding further, we summarize the main notations used
throughout the following sections in Table I for convenience.

II. S YSTEM M ODEL
In a coexistence system of FSS and cellular networks in the
mmWave bands, we consider a security scenario as shown in
Fig. 1. In particular, in this system, the satellite (Sat), communicating with N FSS terminals distributed within its coverage, is equipped with Ns > N antennas to illustrate beams
through beamforming coherently. Considering an interference
mmWave scenario, there are M multi-antenna BSs and their
associated users within the coverage of the satellite. Assume
that there are Np ≥ M antennas at each BS, and BSs’ users
are equipped with single-antenna. One eavesdropper (EVE),
located inside the satellite coverage, intends to wiretap the
confidential message transmitted to one FSS terminal, named
eavesdropped FSS terminal. Assume that both legitimate FSSs
and the eavesdropper are equipped with a single antenna.
Therefore, the communications from the sources, i.e., the
satellite and terrestrial BSs, to the destinations, which refer

A. Channel Model
The mmWave channels are expected to have limited scattering [21]. In addition, for the transmission from the satellite to
FSS terminals, the line-of-sight (LOS) signal is much stronger
than the others. Therefore, we consider a single path link to
model the mmWave channel between the satellite and FSS
terminals. Specifically, the channel vector hn ∈ CNs ×1 of
FSS terminal n (n ∈ N , {1, 2,· · ·, N }) is given by [22], [23]:
√
(1)
hn = δn Ns α (θn ) , ∀n ∈ N ,
where δn and θn are the complex gain and normalized direction of the LOS path for FSS n, respectively. In addition,
δn ∼ CN (0, 1) is independent identically distributed (i.i.d.)
complex Gaussian distribution with zero-mean and unit covariance, and θn ∼ U [−1, 1] is i.i.d. uniformly distributed.
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TABLE I
L IST OF M AIN N OTATIONS IN S ATELLITE - TERRESTRIAL
C OMMUNICATIONS WITH C ELLULAR N ETWORKS .
Parameter
N
M
Ns
Np
Ps
Pp
hn
he
gm
gj,m
gm,e
fm
fm,n
wn / w
um / u
v
sn
sms
γn
γms

Definition
number of FSSs
number of BSs
number of antennas equipped on Sat
number of antennas equipped on every BS
total transmit power of Sat
total transmit power of every BS
channel vector between Sat and F SSn
channel vector between Sat and EVE
channel vector between BSm and P Um
channel vector between BSj and P Um
channel vector between BSm and EVE
channel vector between Sat and P Um
channel vector between BSm and F SSn
beamforming vector of Sat for F SSn / FSSs
beamforming vector of BSm / BSs)
artificial noise signal generated by Sat
transmitted data symbols from Sat to F SSn
transmitted data symbols from BSm and P Um
SINR threshold of F SSn
SINR threshold of P Um

B. Received Signal Model
Let sn be the transmitted data symbols to the nth FSS
terminal denoted by F SSn , and sms be the transmitted data
symbols from the mth BS, BSm , to its user P{Um . }
The
2
amplitude of the signal is normalized to one, i.e., E |sn | =
{
}
2
E |sms |
= 1, ∀n ∈ N , m ∈ M. The transmit signals
from the satellite and BSm are mapped onto the antenna
array elements by the beamforming vectors wn ∈ CNs ×1 ,
∀n and um ∈ CNp ×1 , ∀m, respectively. To confuse the
eavesdropper, the satellite adds an AN signal, which is denoted
by v ∈ CNs ×1 [24], [25]. The AN signal v is treated as
interference at the eavesdropper, however v can be known
for the legitimate FSS terminals. Therefore, the interference
of v is relatively weak for the legitimate FSS terminals of
the SatCom system. Without loss of generality, assume that
∥wn ∥2 = Pn , ∥um ∥2 = Pms , ∀n, m, and ∥v∥2 = Pv . The
total transmit power of the satellite is Ps . Assume that the
total transmit power of every BS is the same, i.e., Pp . Then
∑N
n=1 ∥wn ∥2 + ∥v∥2 ≤ Ps and ∥um ∥2 ≤ Pp , ∀m.
Thus, after beamforming, the transmitted signal from the
satellite is
∑N
x=
wn sn + v,
(5)
n=1

and for each F SSn , the received signal is
Moreover, when a uniform linear array (ULA) is adopted, the
normalized array response α (θ) is given by
]T
2π
1 [ −j 2π d sin(φ)
α (θ) = √
1, e λ
,· · ·, e−j λ (Ns−1)d sin(φ) . (2)
Ns
Here, normalized direction θn is related to the physical
azimuth angle of departure (AoD) of φ ∈ [−π/2, π/2] as
θ = (2d/λ) sin (φ), where d is the antenna spacing (i.e.,
the distance between the two adjacent antennas), and λ is
the carrier wavelength. In this work, we assume the critically
sampled environment, i.e, d/λ = 0.5, considering that the
normalized AoD is the sine function of the actual AoD.
For the terrestrial cellular network, we adopt a multi-path
channel with L scatters to model the links between BSs
and their users and interference links between BSs and FSS
terminals. In this work, we assume that there is one associated
user for each BS. Then the channel vector gm ∈ CNp ×1
(m ∈ M , {1, 2,· · ·, M }) from BS m to its user can be given
by
√
Np ∑Lm
gm =
δm,l α (θm,l ), ∀m ∈ M,
(3)
l=1
Lm
where δm,l ∼ CN (0, 1) and θm,l ∼ U [−1, 1] are the path gain
and AoD of the lth path of the channel vector gm , respectively.
Lm is the number of multi-path from BS m to its user. Similar
to (2), we have
1 [ −j 2π d sin(φm,l )
1, e λ
,··· ,
α (θm,l ) = √
Np
(4)
]T
−j 2π
(N
−1)d
sin(φ
)
p
m,l
e λ
where normalized direction θm,l are related to the physical
AoD φ ∈ [−π/2, π/2] as θ = (2d/λ) sin (φ).

xn = wn sn + v, ∀n ∈ N ,
and the signal received by F SSn can be expressed
∑N
H
yn =hH
hH
n wn sn + ρint
n wi si + ρint hn v
i=1,i̸=n
∑M
H
+ ρext
fm,n
um sms + nn , ∀n ∈ N ,

(6)

(7)

m=1

where fm,n ∈ CNp ×1 is the channel vector between the mth
BS and nth FSS. 0 ≤ ρint < ρext ≤ 1 are the interference
coefficients of the inter-system
(
) and extra-system interference,
respectively. nn ∼ CN 0, σs2 is the i.i.d. noise with a zeromean complex circular Gaussian distribution with variance σs2 .
The signal received by P Um can be given by
∑N
H
H
H
yms =gm
um sms +ρext
fm
wn sn +ρext fm
v
n=1
(8)
∑M
H
+ ρint
gj,m
uj sjs + nms , ∀m ∈ M,
j=1,j̸=m

Ns ×1

where fm ∈ C
is the channel vector between the satellite
and P Um , gj,m ∈ CNp ×1 is the channel vector
between
BSj
(
)
(j ∈ M\m) and P Um , and nms ∼ CN 0, σp2 is the i.i.d.
noise with a zero-mean complex circular Gaussian distribution
with variance σp2 .
Without loss of generality, we assume that the eavesdropper
is wiretapping F SSN , which is similar to the model in [26].
Therefore, the received signal at the eavesdropper is given by
∑N −1
H
ye =hH
hH
e wN sN + ρe
e wi si + ρe he v
i=1
(9)
∑M
H
+ ρe
gm,e
um sms + ne ,
m=1

Ns ×1

where he ∈ C
and gm,e ∈ CNp ×1 are the channel
vectors between the satellite and the eavesdropper and between
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BSm and the eavesdropper, respectively.
( 0 )≤ ρe ≤ 1 is the
interference coefficient, and ne ∼ CN 0, σe2 is the i.i.d. noise
at the eavesdropper. Comparing the expressions in (7) and (9),
we can notice that the received signal at eavesdropped F SSN
and the eavesdropper have the similar composition. However,
for the eavesdropper, AN signal v and wi (i = 1, 2, . . . , N −1)
can hardly known precisely. Therefore, the interference caused
by AN and other transmitted signals can bring more serious
reduction of the SINR for the eavesdropper.
C. Signal-to-Interference Plus Noise Ratio
Given the received signal formulated in (7), (8) and (9), the
SINR of each FSS terminal, BS’s user and the eavesdropper
can be derived as
wnH Rn wn
, ∀n, (10a)
ρint Iint,n + ρext Iext,n + ρint IAN,n + σs2
uH
m Gm um
Γms =
, ∀m, (10b)
ρext Iext,ms +ρint Iint,ms +ρext IAN,ms +σp2
Γn =

H
wN
Re wN
,
(10c)
ρe Is,e + ρe Ip,e + ρe IAN,e + σe2
∑N
Respectively. In (10a), Iint,n = i=1,i̸=n wiH Rn wi , Iext,n =
∑M
H
H
R n , hn hH
n
m=1 um Fm,n um and IAN,n = v Rn v, where
∑N
H
and Fm,n , fm,n fm,n . In (10b), Iext,ms = n=1 wnH Fm wn ,
∑M
H
H
Iint,ms =
j=1,j̸=m uj Gj,m uj and IAN,ms = v Fm v,
H
H
H
. In
and Fm , fm fm
, G
, gj,m gj,m
where Gm , gm gm
∑N −1 H j,m
∑M
H
(10c), Is,e = n=1 wn Re wn , Ip,e = m=1 um Gm,e um and
H
IAN,e = vH Re v, where Re , he hH
e and Gm,e , gm,e gm,e .

ΓeN =

D. Achievable Secrecy Rate
There have been several works that analyzed the MISO and
MIMO wiretap channels. For the case of one eavesdropper, an
achievable secrecy rate for the eavesdropped F SSN (the N th
FSS) can be given by [13], [11]:
CsN = max {CN − CeN , 0} ,

(11)

CN = log (1 + ΓN ) , CeN = log (1 + ΓeN )

(12)

where

are the achievable rate of the link between the satellite and
the eavesdropped F SSN , and the achievable rate of the link
between the satellite and the eavesdropper, respectively.
III. S ECURE T RANSMISSION B EAMFORMING S CHEMES
FOR S ATELLITE T ERRESTRIAL N ETWORKS
In this section, we will design the secure transmission
beamforming schemes by introducing AN. In addition, considering the terrestrial BSs distributed within the satellite
coverage are performing as friendly jammers, we will also
design a cooperative beamforming scheme to further increase
the secrecy rate of the eavesdropped FSS terminal. Then we
formulate the secrecy rate maximization problems for the
designed beamforming schemes in this section.

A. Non-cooperative Beamforming for Secure Transmission
Let us first discuss the beamforming and AN optimization
for the satellite transmission without the cooperative jamming
from the terrestrial cellular networks. As assumed previously,
we consider that F SSN is wiretapped by the eavesdropper.
The optimization goal is to maximize the achievable secrecy
rate of F SSN by modifying the beamforming vectors and AN
vector. Meanwhile, the required quality of service (QoS) of
the system, i.e., the SINR requirements from both BSs’ users
and other legitimate FSS terminals, needs to be guaranteed.
In addition, the beamforming scheme must meet the power
constraint of the satellite. Thus, for the non-cooperative secure
transmission beamforming (NCoSTB) scheme, the secrecy rate
optimization problem can be formulated as
max

wn ,∀n,v

s .t.

CsN (w, v) = CN (w, v)−CeN (w, v) ,
∑N

2

2

(13a)

∥wn ∥ + ∥v∥ ≤ Ps ,

(13b)

Γn (w, v) ≥ γn , ∀n ∈ N ,
Γms (w, v) ≥ γms , ∀m ∈ M,

(13c)
(13d)

n=1

where w = {wn }n∈N and v are the optimization variables, γn
and γms are the SINR threshold required by F SSn and P Um ,
respectively. In this work, we consider that the BSs implement
beamforming according to the maximum ratio transmission
(MRT) for the NCoSTB scheme, i.e., for each BS,
√
gm
ũm = Pp
, m ∈ M.
(14)
∥gm ∥2
B. Cooperative Secure Beamforming for Secure Transmission
In the NCoSTB scheme, BSs implement fixed beaming
determined by the channel states. In the coexistence system
of the SatCom and terrestrial network when they are sharing
the mmWave band, the BSs’ transmitted signals after the
beamforming can bring the noise and confuse the eavesdropper, which decreases the achievable rate at the eavesdropper
according to (9). On the other hand, these signals from the
terrestrial network can also influence the received rate at FSS
terminals. Therefore, how to minimize the BSs’ interference
to the FSS terminals as well as to confuse the eavesdropper
at the same time, has a significant effect on improving the
security and capacity of the SatCom system.
In recent works that study the physical layer security,
the cooperative jamming has been employed to reduce the
eavesdropper’s ability to decode the target receiver’s information [27], [28]. Assume that the channel state information
can be shared among the satellite terrestrial system. When the
BSs transmit to their users, they implement their beamforming
according to the channel state information not only of their
own but also of the SatCom system. Specifically, BSs can
perform as friendly jammers to minimize their interference to
FSS terminals, meanwhile, improve the transmission security.
Next, we will formulate the secrecy rate optimization problem
for this cooperative secure transmission beamforming (CoSTB) scheme above.
Let u = {um }m∈M . The optimization problem aims to
maximize the secrecy rate of the eavesdropped FSS terminal
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by jointly adjusting the beamforming of satellite and BSs,
subjected to the power and SINR constraints of both the
satellite and BSs. Thus, we formulate the optimization problem
for the CoSTB scheme as
max

wn ,∀n,v
um ,∀m

s .t.

CsN (w,v,u) = CN (w,v,u)−CeN (w,v,u) , (15a)
∑N

2

2

∥wn ∥ + ∥v∥ ≤ Ps ,

n=1
2
∥um ∥ ≤

Pp , ∀m ∈ M,

Γn (w, v, u) ≥ γn , ∀n ∈ N ,
Γms (w, v, u) ≥ γms , ∀m ∈ M.

(15b)
(15c)
(15d)
(15e)

So far, we have formulated the secrecy rate optimization
problems for the NCoSTB and CoSTB schemes. We can notice
that in (13) and (15), the objective fuctions (13a) and (15a)
are not concave. For constraints, (13b), (15b) and (15c) are
convex. However, constraints (13c), (13d), (15d) and (15e) are
not convex in their current forms. In the next section, we will
focus on pursuing the solutions of such nonconvex optimization problems approximately but effectively and efficiently.

Algorithm 1 CPSO Algorithm [31].
Initialization:
Create and initialize S one-dimensional PSOs: Pj , j =
1, 2, · · · , S;
Define:
g (j, z) ≡ (P1 · ŵ, P2 · ŵ,· · ·, Pj−1 · ŵ, z, Pj+1 · ŵ,· · ·, PS · ŵ);
Iterations T .
1: for t ≤ T do
2:
for each swarm j = 1, 2, · · · , S do
3:
for each particle i = 1, 2, · · · , I do
4:
if CsN (g (j, Pj · xi )) < CsN (g (j, Pj · wi )) then
5:
Pj · wi = Pj · xi
6:
end if
7:
if CsN (g (j, Pj · wi )) < CsN (g (j, Pj · ŵ)) then
8:
Pj · ŵ = Pj · wi
end if
9:
10:
end for
11:
Update Pj by PSO with :
uij (t + 1) =wuij (t)+c1 ζ1i (t)[wij (t)−xij (t)]
(16)
+ c2 ζ2i (t) [ŵj (t) − xij (t)] ,
xi (t + 1) = xi (t) + ui (t + 1) ,

IV. S OLUTIONS OF T HE O PTIMIZATION P ROBLEMS
Currently, many works studying the beamforming design
focus on solving such complicated and nonconvex optimization problems formulated in the previous section. For instance,
the tractable semidefinite technique is introduced to transform
the nonconvex problems into a tractable semidefinite program
(SDP) [29], [30]. However, when the total dimension of the
optimization variables increase explosively in the scenarios
where massive antennas are deployed for mmWave communications, the SDP approach will become computationally
expensive. Concerning this issue, we will design a path-pursuit
iteration based algorithm to solve the secrecy rate maximization problems (13) and (15) with high efficiency. Through the
proposed algorithm, (13) and (15) will be decomposed into
a series of iterative optimization problems, and each iteration
can be formulated as a convex quadratic program in (w, v)
and (w, v, u), respectively. In this section, we will first provide
a feasible solution to solve the optimization problems in the
previous sections. To improve the efficiency and convergence
rate of the introduced optimization algorithm, we will design
a path-pursuit and iteration based approach later. Then we will
prove the feasibility of the designed optimization.
A. Feasible Solution of the Optimization Problems
First, we introduce a classic optimization algorithm to solve
the formulated optimization problems in the previous section.
As discussed in the previous section, the objective functions
of secrecy rate maximization problems (13) and (15) are nonconvex. To find out the approximate solutions, we introduce
an efficient and effective stochastic and cooperation based
optimization technique, called the cooperative particle swarm
optimization (CPSO) algorithm [31]. CPSO was proposed
based on the traditional particle swarm optimization (PSO). In
PSO, the term of swarm indicates multiple particles, and there
is only one swarm with many particles. Each of these particles

12:
13:
14:
15:
16:
17:
18:
19:
20:

(17)

where j = 1, 2, · · · , S, S: swarm size;
i = 1, 2, · · · , I, I: number of particles;
xi = [xi1 xi2 · · ·xiS ]: current position in search space;
ui = [ui1 ui2 · · · uiS ]: current velocity;
wi = [wi1 wi2 · · · wiS ]: local best position;
c1 , c2 : acceleration coefficients;
ζ1 , ζ2i ∼ U (0, 1): random sequences.
end for
end for

refers to a possible solution of the optimization problem.
PSO is operated with a series of iterations. In each iteration,
every particle finds its own best solution and then accelerates
in the direction of this position, as well as in the direction
of the global best position having been found at present.
However, the performance of PSO often deteriorates rapidly
as the dimensionality of the problem increases. CPSO can be
considered as an improvement of PSO, by expanding the single
swarm, aiming to find the optimal S-dimensional vector, into
S swarms. Each of these swarms has many particles. Through
the cooperative optimization of the one-dimensional vector
operated by each of the S swarms, CPSO can achieve a faster
convergence to find the optimal solution than PSO.
In addition, CPSO is an effective and efficient approach
to deal with a large range of optimization problems, such
as nonconvex, nonsmooth and nonlinear high-dimensional
optimization problems [32], [33], [34]. We summarize the
main operation of CPSO proposed in [31] as Algorithm 1.
B. Path-pursuit Iteration based Approach
However, sometimes the CPSO algorithm may converge to
a local optimal solution when applying it directly to deal with
the optimization problems, which depends on the initial feasible values selection. Especially when the objective function
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and constraints of the optimization problem are nonconvex,
the genetic algorithms tend to converge much slower, and
are much easier to converge to a local optimal solutions. In
response, we will design an iteration based CPSO (ICPSO)
to improve the convergence speed and the reliability of the
CPSO algorithm in this section.

1) Approximation of optimization problems: To solve the
original optimization problems formulated in (13) and (15)
with efficiency, we decompose them into a series of iterative
optimization problems. In each iteration, the optimization
problem will be approximatively formulated into a simple
convex quadratic program in (w, v) or (w, v, u). In addition,
the solution of the current iterative optimization problem will
be set as the initial values of the next iteration. Through the
approximation and path-pursuit iteration process above, the
optimal point will be evolved and optimized over the iterations.
The approximate and convex transformation mentioned
above is the key operation to achieve a feasible and approximate optimal solution after a series of iterations. We
can notice that although the objective functions shown in
(13a) and (15a) are nonconvex, the components of them,
i.e., CN and CeN , can be transformed into the convex and
concave functions, respectively. The proof of the convexity
of CN and concavity of CeN can be found in Appendix A
and B, respectively. Additionally, we consider that the Taylor
expansion can represent any differentiable nonlinear function
as a polynomials with infinite terms, and the coefficient of each
term is calculated from the value of this function’s relevant
order derivative at a given point. If the function is convex
(concave), which means that its second derivative is positive
(negative), then we can find the lower (upper) bound at a given
point when only considering the terms of constant and the
first derivative of the Taylor expansion. Furthermore, when
the iterative algorithm is implemented, the given point for the
Taylor expansion in every iteration can be set as the optimal
solution obtained in the last iteration.

datums in the tth iterative problems. Denote
∑N −1
ψN (w, v) = ρint
wiH RN wi
i=1
∑M
2
+ρint vH RN v+ρext
ũH
m Fm,N ũm +σs ,
m=1
∑N −1
ψN (w, v, u) = ρint
wiH RN wi
i=1
∑M
2
+ρint vH RN v+ρext
uH
m Fm,N um +σs ,

(19a)

(19b)

m=1

where ũm in (19a) is obtained by the MRT strategy according
to (14). For the NCoSTB scheme, the approximate lower bound
of CN (w, v) can be given by
(t)

CN (w, v) ≥ CN (w, v)
{(
)
}
(t)
(
)
ℜ wN H RN wN
2
(
)
, CN w(t) , v(t) +
ln 2 ψN w(t) , v(t)
(
)
)
(t)
(t) (
wN HRN wN ψN (w, v)+wNH RN wN
(20)
1
[ (
( )
]
−
(
)
)
(t)
(t)
ln 2 ψ w(t),v(t) ψ w(t),v(t) + w H R w
N
N
N N
N
(
)H
(t)
(t)
RN wN
1 wN
(
) .
−
ln 2 ψN w(t) , v(t)
Similarly, for the CoSTB scheme, the approximate lower bound
of CN (ws , v, wp ) is given by
(t)

CN (w, v, u) ≥ CN (w, v, u)
{(
)
}
(t) H
(
)
ℜ
w
R
w
N
N
N
2
(
)
, CN w(t),v(t),u(t) +
ln 2 ψN w(t) , v(t) , u(t)
( )
)
(t)
(t) (
wN H RN wN ψN (w, v, u)+wNH RN wN
(21)
1
[ (
( )
]
−
(
)
)
(t)
(t)
ln2 ψ w(t),v(t),u(t) ψ w(t),v(t),u(t) + w H R w
N
N
N N
N
(
)H
(t)
(t)
wN
RN wN
1
(
).
−
ln 2 ψN w(t) , v(t) , u(t)

Proof: See Appendix A.
According to the analysis above, we can establish the
approximate optimization problems of (13) and (15) for every
iteration. Denote the approximate objective functions in the
(t)
tth iteration of the NCoSTB and CoSTB as CsN (w, v) and
(t)
CsN (w, v, u), respectively, which can be given by
(t)

(t)

(t)

CsN (w, v) = CN (w, v) − CeN (w, v) ,

(18a)

(t)
CsN

(18b)

(w, v, u) =
(t)

(t)
CN

(w, v, u) −

(t)
CeN

(w, v, u) ,

(t)

where CN (w, v) and CN (w, v, u) are the lower bounds of
CN in the tth iteration, which will be provided in Theorem 1,
(t)
(t)
and CeN (w, v) and CeN (w, v, u) are the upper bounds of
CeN in the tth iteration, which will be provided in Theorem 2.
(

)
(t)

(
)
and w(t) , v(t) , u(t) be the
Theorem 1. Let w(t) , v
feasible solutions of (13) and (15), respectively, and be the

(t)

Remark: As defined in (20) and (21), CN (w, v) and
(w, v, u) are concave functions of (w, v) and (w, v, u),
respectively.

(t)
CN

Theorem 2. Let
ψe (w, v) = ρe

∑N −1

+ ρe

wnH Re wn + ρe vH Re v

n=1
∑M

ψe (w, v, u) = ρe

m=1

∑N −1

+ ρe

(22a)

2
ũH
m Gm,e ũm + σe ,

n=1
∑M

wnH Re wn + ρe vH Re v

m=1

(22b)

2
uH
m Gm,e um + σe .

Then for the NCoSTB scheme, the approximate upper bound
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Algorithm 2 Path-pursuit iteration based algorithm (ICPSO).
Initialization:
(t)
CeN (w, v) ≤ CeN (w, v)
Iterative index: t = 1;
(
)
1
Maximun iterative number: N(iter ;
(t)
(t)
)
, CeN w , v
−
ln
2
Caculate initial feasible point w(1),v(1),u(1) : Caculate w̃
(
) (23)
( (t) (t) )
H
and ũ according to MRT, initialize ṽ = 0, and then adjust
ψe w , v
wN
Re wN
1
( )
+
+1 ,
(
)
(t)
(w̃, ṽ, ũ) to meet constraint (28b).
ln2 ψ w(t) , v(t) + w(t) H R w(t) ψe (w, v)
e N
e
N
1: for t ≤ Niter do
2:
Solve optimization problem in (28),
where
⟩}
3:
obtain the optimal solution (w∗ , v∗ , u∗ ),
∑N−1 {⟨
(t)
H (t)
H
H (t)
ℜ he wn , 2he wn −he wn
ψe (w, v) = ρe
4:
t = t + 1,
n=1
{⟨
⟩}
5:
w(t) = w∗ , v(t) = v∗ , u(t) = u∗ .
(t)
H
H (t)
(24)
+ ρe ℜ hH
v
,
2h
v
−
h
v
e
e
e
6: end for
∑M
Output:
H
2
+ ρe
ũH
m Gm,e ũm + σe .
m=1
Optimal solution: (w∗ , v∗ , u∗ ).
Similarly, for CoSTB, the approximate upper bound of
CeN (w, v, u) is given by
of CeN (w, v) can be given by

(t)

CeN (w, v, u) ≤ CeN (w, v, u)
(
)
1
, CeN w(t) , v(t) , u(t) −
ln
[
] (25)
(
)2
ψe w(t) , v(t) , u(t)
Re wN
1
wH
N
( )
+
+1 ,
ln2 ψ (w(t),v(t),u(t)) + w(t) H R w(t) ψe(t) (w,v,u)
e
e N
N
where

⟩}
∑N−1 {⟨
(t)
H
H (t)
ℜ hH
e wn ,2he wn −he wn
n=1
{⟨
⟩}
(t)
H
H (t)
(26)
+ ρe ℜ hH
e v , 2he v − he v
∑M
H
2
+ ρe
ũH
m Gm,e ũm + σe .

ψe(t) (w,v,u) = ρe

m=1

Proof: See Appendix B.
(t)
Remark: As defined in (23) and (25), CeN (w, v) and
(t)
CeN (w, v, u) are convex functions of (w, v) and (w, v, u),
on domains
ψe(t) (w, v) ≥ 0,

(27a)

ψe(t) (w, v, u) ≥ 0,

(27b)

respectively.
According to Theorem 1 and Theorem 2, the secrecy
rate maximization problems formulated in (13) and (15) can
be transformed into a series of convex quadratic problems,
which can be solved and processed with low computational
complexity and high efficiency. In order to avoid repeated
and similar analysis, in the following parts of this section,
we will take the CoSTB scheme as the example to introduce
the operation of the path-pursuit iteration approach to find out
the approximate solutions of problem (15).
Using (21) and (25), The tth iteration of optimization
problem (15) can be approximated as an inner convex program
as
max

wn ,∀n,v
um ,∀m

(t)

CsN (w, v, u) ,

s .t. (15b), (15c), (15d), (15e) and (27b),
(t)

(28a)
(28b)

where CsN (w, v, u) is obtained by applying (21) and (25).

2) Path-pursuit iteration based algorithm design: Based on
the approximate optimization problem established above, we
design a path-pursuit based approach to maximize the secrecy
rate of the eavesdropped FSS terminal, as summarized in
Algorithm 2. In this part, we still only provide the algorithm
for the CoSTB scheme as the example.
To achieve Step 3 in the repeated part of Algorithm 2,
apply the CPSO algorithm introduced in section IV-A to obtain
the current optimal solution for each iterative optimization
problem. After Niter times of iterations, the obtained Niter th
(w∗ , v∗ , u∗ ) will be considered as the optimal solution of the
original optimization problem in (15). Similarly, the iteration
based NCoSTB (INCoSTB) can be achieved.

C. Feasibility of Path-pursuit Iteration Based Solution
So far we have provided the path-pursuit iteration based
solution to solve the original nonconvex problems by
transforming them into a series of convex optimization
problems approximately. Next, we will analyze the effectiveness and feasibility of the proposed algorithm, and
proof
in )the ( tth iteration, the new
( (t+1)that(t+1)
) optimal point
(t+1)
(t+1)
(t+1)
w ( ,v
/
w
,
v
,
u
is a better point
) ( (t) (t) (t) )
(t)
(t)
than w , v
to get a (larger CsN , and)
(/ w , v ) , u
that limt→∞ CsN w(t) , v(t) / limt→∞ CsN w(t) , v(t) , u(t)
is a Karush-Kuhn-Tucker point of the optimization problem.
We still take the CoSTB scheme as the example to analyze
the feasibility of the iteration base approach for the optimization problems. According to the previous definitions in (21)
and (25), for the tth iterative optimization problem, we have
(t)

CsN (w, v, u) ≥ CsN (w, v, u) ,
(29a)
)
)
(
(t)
(t)
(t)
(t)
(t)
(t)
(t)
, (29b)
= CsN w , v , u
CsN w , v , u
)
)
(
(
(t)
CsN w(t+1),v(t+1),u(t+1) ≥ CsN w(t+1),v(t+1),u(t+1) , (29c)
(
)
∀ w,(v, u. Moreover, consider
that both w(t) , v(t) , u(t)
)
and w(t+1) , v(t+1) , u(t+1) are feasible points of the tth
iterative
( (t+1) optimization
)problem. According to Algorithm 2,
w
, v(t+1) , u(t+1) is the optimal point of tth iterative
(
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optimization problem. Therefore, we have
(
)
(
)
(t)
(t)
CsN w(t) , v(t) , u(t) ≤ CsN w(t+1) , v(t+1) , u(t+1) . (30)
Consequently,
(
)
CsN w(t+1) , v(t+1) , u(t+1)
)
(
(t)
(31)
≥ CsN w(t+1) , v(t+1) , u(t+1)
(
)
(
)
(t)
> CsN w(t) , v(t) , u(t) = CsN w(t) , v(t) , u(t) .
(
)
Therefore, solution w(t+1)(, v(t+1) , u(t+1) ) in tth optimization is a better point than w(t) , v(t) , u(t) as it result to a
larger CsN for the original {(
optimization problem
in (15). }
)
Consider that sequence
w(t) , v(t) , u(t) |t = 1, 2,· · ·, T
is constrained by (15b), (15c), (15d) and (15e).
Therefore,
exist } a
subsequence
) must
{( (t ) (t ) there
converging to a
w τ , v τ , u(tτ ) |tτ ∈ {1, 2,· · ·, T }
limited point (w∗ , v∗ , u∗ ), i.e.,
[
(
)
]
lim CsN w(tτ ),v(tτ ),u(tτ ) −CsN (w∗,v∗,u∗ ) = 0. (32)
τ →∞

Then for every t, there is τ that tτ ≤ t ≤ tτ +1 ,
[
(
)
]
0 = lim CsN w(tτ ),v(tτ ),u(tτ ) −CsN (w∗,v∗,u∗ )
τ→∞
[
(
)
]
≤ lim CsN w(t) , v(t) , u(t) − CsN (w∗ , v∗ , u∗ )
t→∞
[
(
)
]
≤ lim CsN w(tτ+1),v(tτ+1),u(tτ+1) −CsN (w∗,v∗,u∗) = 0.
τ →∞

Therefore, we have
(
)
lim CsN w(t) , v(t) , u(t) = CsN (w∗ , v∗ , u∗ ) .
t→∞

(33)

As a result, every improved{(
point (w∗,v∗,u∗)) is a Karush-Kuhn}
Tucker point of sequence w(t),v(t),u(t) |t = 1, 2, · · · , T .
V. S IMULATION R ESULTS
This part provides numerical results to demonstrate and test
the validity and effectiveness of designed secure beamforming
schemes. In addition, the convergence and efficiency of the
proposed iteration based solution for the optimization problem
are also verified through the simulation.
First of all, we introduce the scenario setup for simulations.
We consider a satellite terrestrial network consisted with one
satellite, five FSS terminals and fifteen terrestrial BSs [11],
[35]. Assume that the satellite carries fifteen antenna elements
and each BS carries sixteen antenna elements [11].
First, we test the convergence of the CPSO algorithm and
the proposed ICPSO algorithm when dealing with the optimization problems for the two designed secure beamforming
schemes, i.e., NCoSTB and CoSTB. In addition, for the CPSO
and ICPSO algorithms, the values of (w, v) and (w, v, u) are
initialized randomly and adjusted to satisfy the constraints if
the random values are not feasible points of the optimization
problems. Moreover, the maximum number of iteration when
applying CPSO to solve (15) and (13) directly is set as 100.
For ICPSO, let Niter = 5 in Algorithm 2, and for each iterative
optimization problem, the maximum number of iteration of
CPSO is set as 20. Therefore, the 1st, 21st, 41st, 61st and

TABLE II
D ETAILED S YSTEM PARAMETERS .
Parameters
Terrestrial spanning frequency
Satellite spanning frequency
Terrestrial transmit power
Satellite transmit power
Terrestrial bandwidth
Satellite bandwidth
Terrestrial noise power σp
FSS terminals noise power σs
Eavesdropper noise power σe
Number of scatters Lm

Value
17700 ∼ 18934 MHz [35], [36]
17700 ∼ 18895.2 MHz [35], [36]
-26 ∼ -22 dBW [35]
9.23 dbW [35]
56 MHz [35]
62.4 MHz [3], [35]
-121.52 dBW [35]
-126.47 dBW [3], [35]
-121.52 dBW
3 [8]

81st iterations are the beginnings of the new updated iterative
optimization problems formulated in Section IV-B1 and (28),
by setting t = 1, 2, · · · , 5. Thus, the total iteration number
is 100, the same as that of the contrast experiment above
applying CPSO directly. In addition, fix the SINR threshold as
γn = γms = 0 dB, ∀n, m [12]. The achievable secrecy rate
of F SSN , the eavesdropped FSS terminal, updated in each
iteration when applying the CPSO and ICPSO algorithms for
the NCoSTB and CoSTB schemes are shown in Fig. 2(a) and
Fig. 2(b), respectively. For both NCoSTB and CoSTB, “CPSO
1” and “CPSO 2” in Fig. 2 indicate two different initial value
settings of (w, v) and (w, v, u). To present the influence of
the eavesdropper, we test the achievable rates of F SSN when
there is no eavesdropper in the system, and results are shown
as the solid lines in Fig. 2(a) and Fig. 2(b).
Results in Fig. 2 show that through ICPSO, the solutions
of the optimization problem can converge to higher secrecy
rates than through CPSO, no matter whether applying the
NCoSTB or CoSTB scheme. In other words, for the same
times of updating iteration, ICPSO tends to produce a better
beamforming and AN vectors and bring a higher secrecy rate
than CPSO. For both of the secure beamforming schemes, the
proposed ICPSO algorithm can achieve a faster convergence
to reach the maximum secrecy rate, which results from its
convex approximation operation of the original nonconvex
objective function. In addition, Fig. 2 also indicates that when
the optimization variables are initialized differently, the CPSO
algorithm may converge to different optimal values, which
might be the local optimal points. Moreover, results in Fig. 2
also reveal that with the assistance of cooperative beamforming
from BSs, the achievable secrecy rate of the eavesdropped
FSS terminal can be greatly improved, comparing with the
beamforming scheme without the BSs’ cooperation.
The results shown in Fig. 3 reveal the effect of the optimization variable’s initialization on the convergence of the
nonconvex optimization
In this experiment,
the
(
) problems.
(
)
initial values w(1) , v(1) and w(1) , v(1) , u(1) , of NCoSTB
and CoSTB, respectively, are obtained by applying MRT and
randomly (denoted by “Non-MRT” in Fig. 3). As shown in
Fig. 3(a), for the NCoSTB scheme, the ICPSO algorithm can
achieve a faster convergence reaching to a larger secrecy rate
than the traditional CPSO, when applying the same initialization strategy. Moreover, no matter whether to apply MRT or
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Fig. 2. Evolution of the achievable secrecy rate of F SSN and the convergence of CPSO and ICPSO for the NCoSTB and CoSTB schemes.

Fig. 3. Achievable secrecy rate versus optimization variable’s initialization.

non-MRT based initialization, we can notice that although the
secrecy rates obtained by ICPSO are relatively lower than by
CPSO in the beginning of the iterations (from iteration 1 to
20), the rates increase more rapidly and reach higher values in
the later iterations than that of CPSO. For the CoSTB scheme,
results in Fig. 2(b) present a similar phenomenon. On the other
hand, due to the nonconvex characteristic of original objective
function and the drawback of CPSO, the convergence points
sometimes are not the global optimal solutions, which depends
much on the selection of the initial feasible point. Results in
Fig. 3 indicate that the initialization obtained through the MRT
can achieve a better beamforming and AN vectors to get a
higher secrecy rate. Even for the improved ICPSO algorithm,
a random initialization may result to a weaker solution than
the CPSO algorithm does with a MRT based initialization.
Next, we show the achievable secrecy rate in Fig. 4 when
the number of antennas carried on the satellite varies from 5 to
15 and the BSs’ SINR threshold are set as γms = γp1 = 0 dB
and γms = γp2 = 6 dB, ∀ m ∈ M [37]. As we can see, as
the number of antennas on the satellite increases, the secrecy

rate of the eavesdropped FSS terminal increases, no matter
whether the terrestrial BSs apply the cooperative beamforming
and which optimization algorithm is applied. This result shows
that thanks to the mmWave techniques, multiple antennas
can greatly improve the transmission capacity and security
of the communication network. Moreover, results in Fig. 4
also demonstrate that when the BSs require a higher SINR
threshold, the secrecy rate of the eavesdropped FSS terminal
will decrease. This dropping of performance results from the
fact that the satellite has to lower its transmit power and adjust
its beamforming and AN vectors to reduce its interference to
BSs’ users, which will sacrifice its own transmission rates
and secrecy rates. However, with Ns increasing, a higher
achievable secrecy rate can be still achieved even when the
system is constrained by a higher γp . In a real coexistence
system of FSSs and cellular networks, the higher priority and
legacy right of using some specific part of the spectrum for
terrestrial BSs may reduce the capacity and security of the
SatCom system. These results shown in Fig. 4 indicate that
the communication quality of both FSS terminals and BSs’
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on the satellite Ns and BSs’ SINR threshold γp .
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Fig. 4. Achievable secrecy rate versus the number of antennas carried on the
satellite Ns and BSs’ SINR threshold γp .

users can be guaranteed by the multiple antennas (such as
massive-MIMO/MISO), which can be realized when using the
mmWave spectrum.
To further illustrate the effect of the number of antennas
Ns and BSs’ SINR threshold γms on the system performance,
we present the transmit power consumption of the satellite
when maximizing the secrecy rate with power and SINR
threshold constraints. As the results shown in Fig. 5, for the
NCoSTB and CoSTB schemes, the transmit power of satellite
decreases with Ns increasing. In addition, when the BSs’
SINR threshold is larger, i.e., γms = γp = 6 dB, satellite
will consume less power to guarantee the transmission quality
of the BSs. Therefore, results shown in Fig. 4 and Fig. 5
reveal that the multiple antennas can contribute to improve
the secure transmission capacity, meanwhile, to reduce the
transmit power of the system.
VI. C ONCLUSION
In this paper, we have considered a mmWave and MISO channel based coexistence system of FSS and terrestrial

cellular networks. The physical layer security problem is
analyzed for the established scenario. To achieve the secure
transmission, the adaptive beamforming and AN techniques
are introduced to prevent the eavesdropper from receiving
and decoding information successfully. We have proposed
a non-cooperative beamforming scheme, through which the
BSs process precoding through a MRT beamforming. On the
other hand, to further improve the secrecy rate, the CoSTB
scheme has been designed, according to which BSs implement
the cooperative beamforming to decrease the SINR at the
eavesdropper and increase the SINR at the eavesdropped
FSS terminal, meanwhile ensure the SINR at BSs’ users and
other legitimate FSS terminals. An iteration based approximate
genetic algorithm has been designed to solve the nonconvex
secrecy rate maximization problem.
The simulation results show that massive antenna arrays
and the designed secure transmission beamforming schemes
can improve the secrecy rate of the eavesdropped terminal, as
well as guarantee the transmission quality of the incumbent
communication in the coexistence system. In addition, the
convergence and efficiency of the proposed iteration based
approximation algorithm are verified by the simulation results.

A PPENDIX A
P ROOF OF T HEOREM 1

For the two security beamforming schemes, i.e., NCoSTB
and CoSTB, the analysis and derivation of the lower bound
of CN (w, v) and CN (w, v, u) are similar, except that the
beamforming strategies of SBs are fixed according to MRT
under the non-cooperation scheme. In other words, for the
NCoSTB, u is set as a constant vector by (14). Therefore, in
this part, we only provide the derivation of the lower bound
of CN (w, v, u) for simplification.
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Consider that f (x) = −log2 (1 − x) is an increasing convex
function of independent variable x in the domain {x |x < 1 }.
Thus f (g1 /g2 ) = −log2 (1 − g1 /g2 ) , CN (g1 , g2 ) is convex
in the domain {(g1 , g2 ) |0 < g1 < g2 } (g1 /g2 < 1), where
g1 = g1 (wN ) and g2 = g2 (w, v, u) are defined as (35). Considering the Taylor expansion and the convexity of CN (g1 , g2 )
when 0 < g1 < g2 , we have
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Substituting the result obtained above into (36), then (21) can
be achieved. This completes the proof of Theorem 1.
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In this part, we will only derive the upper bound of
CeN (w, v, u) for the CoSTB scheme. When applying the
NCoSTB scheme, the derivation is similar to that of NCoSTB,
by considering u as a constant vector.
According to the definition in (12), we have
(
)
H
wN
Re wN
CeN (w, v, u) = ln 1 +
ψe (w, v, u)
(37)
= log2 (1 + Γe (w, v, u)) , CeN (Γe (w, v, u)) ,
which is an increasing
concave
{
} function of Γe (w, v, u).
Denote x(t) = w(t) , v(t) , u(t) and x = {w, v, u}. Thus
we have
(
(
))
log2 (1 + Γe (x)) ≤ log2 1 + Γe x(t)
⟨
( (
))
(
)⟩
(38)
(t)
+ ∇CeN Γe x(t) , Γ(t)
,
e (x) − Γe x
where
⟨
( (
))
(
)⟩
∇CeN Γe x(t) , Γe (x) − Γe x(t)
[
]
( H)(t)
(
)
(t)
H
wN RewN
ψe x(t)
1
wN
RewN
( )
( )
−
=
ln2 ψ (x(t)) + w(t) H R w(t) ψe(t) (x)
ψe x(t)
e
e N
N
[
]
( H)(t)
(
)
(t)
w
R
w
ψe x(t)
1
wH
R
w
+1
e
e
N
N
N
( )
( )N
=
ln2 ψ (x(t)) + w(t) H R w(t) ψe(t) (x) − 1 ψe x(t)
e
e N
N
]
[
( (t) )
H
ψe x
1
1
wN
RewN
( )
=
+1 −
,
(
)
(t)
(t)
(t)
ln2 ψ x(t) + w H R w
ln 2
ψe (x)
e

N

e

N

(t)

where ψe (w, v, u) is defined by (26). Substituting the result
obtained above into (38), then (25) can be achieved. This
completes the proof of Theorem 2.
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